Security is the biggest concern for any information transferred in the world of Internet. Sometimes sensitive information is communicated via insecure medium so various attacks like Brute force, Crypt analytic are possible for recovering message and key. In recent years, encryption technology has been developed very quickly to secure the transmitted information. Existing techniques have separate mechanism for key distribution and for encryption and decryption at source and destination. As per our best knowledge there is no algorithm that is implemented till now that generates the key and then encrypts the message with that key then transfers the message and the key securely so that the same key can be used for decrypting the message. Still the cipher text remains that of original message length. In this paper we have proposed an efficient cryptographic scheme for text message protection against Brute force and Cryptanalytic attacks. This technique can also be used for most crucial applications where it requires a significant security of transmitted message and also there is no overhead on the transfer of message and the key when it is used with our proposed technique.
Introduction
Cryptography is the best way to secure a message. Confidentiality and integrity of message is the biggest concern for most of the network applications i.e. e-commerce. It assures the customers to verify the authenticity and integrity of their daily transactions. If this trend of online transaction continues then there will be a need to develop better cryptographic techniques. This paper presents an efficient encryption and decryption technique. The resultant output of the encrypted message is reduced to 50% of its original length; the key generated based on the input message is also 50% of the original message. As the cipher text that is produced is computationally secure, since the cipher text generated is completely independent of the message. Hence, the proposed technique will take lesser time (time complexity) compared to other techniques. The overall structure of this paper is organised as: section 2 includes the literature review about different kinds of work done by the various authors related to encryption techniques. The novelty of the proposed idea is discussed in section 3. Section 4 contains proposed technique. The practical implementation of proposed technique is discussed in section 5. The work is concluded in section 6 with applications of proposed technique. 
Literature Review
In paper [1] on the basis of analyzing the parallels between text watermarking and text encryption, a text encryption algorithm based on natural language processing is proposed. Three linguistic transformations in natural language processing are introduced. In this paper [2] the performance comparison between four of the most commonly used encryption algorithms: DES (Data Encryption Standard), 3DES (Triple DES), BLOWFISH and AES (Rijndael) is provided. Based on the performance analysis of these algorithms under different hardware and software platform, it is concluded that the Blowfish is the best algorithm among the algorithms under the security against unauthorized attack and the speed is taken into consideration. In paper [4] a new encryption technique which is faster, better immune to attacks, more complex but easy to encrypt and many more advanced security feature included is proposed. In paper [5] information security to obtain high quality secure communication in wireless environment is introduced which is integrating three kinds of encryption algorithms including AES, RSA and CPRS chaos encryption. In paper [6] two type of Symmetric encryption algorithms are introduced, they are 1.UMARAM 2.IMA key Algorithm. The new algorithm avoids key exchange between users and reduces the time taken for the encryption and decryption. In paper [7] a comparison review of existing encryption algorithms and modes of operations that are suitable for securing storage devices, mainly disk drives is proposed. The recent IEEE approved standard for encryption mode of operation, XTS are evaluated in term of performance with different algorithms (AES, Two fish, and RC6). The performance of XTS mode with other modes of operations (LRW and CBC) is explored. This detailed review and performance provides guidelines for storage devices designers to implement disk encryption. In paper [8] a novel compression scheme for small text files is proposed. The proposed scheme depends on Boolean minimization of binary data accompanied with the adoption of Burrows-Wheeler transformation (BWT) algorithm. The testing results showed that proposed scheme improve the compression ratio over other existing methods.
Existing techniques have separate mechanism for key distribution and for encryption and decryption at source and destination. As per our best knowledge there is no algorithm that is implemented till now that generates the key and then encrypts the message with that key then transfers the message and the key securely so that the same key can be used for decrypting the message. Still the cipher text remains that of original message length.
Problem Definition And Novelty
This paper presents an efficient encryption and decryption technique. The resultant output of the encrypted message is reduced to 50% of its original length; the key generated based on the input message is also 50% of the original message. Hence cipher text contains 50% of message and entire key of length 50% of original message. In spite of transferring a key for every message sent still the message length remains as of original size. So the amount of Bandwidth occupied is not a measure concern.
PROPOSED TECHNIQUE
In this proposed technique we focus mainly on reducing the length of the encrypted message hence increasing the complexity of decryption performed by attacker. The key is generated from the message and is transferred with the encrypted message. Then cipher text is reduced to half of the original message and the key use is of the length as equal that of the cipher text. So at last the total space occupied by cipher text and key is equal to the length of the original message.
A. Efficient Cryptographic Algorithm
This algorithm has following steps:
Encryption: Step 3: Array3 S l Q S I E h E P X Array3 = "SlqsiEhEPX" is the encrypted message with key, is transmitted towards the receiver end. Left half of this contains the encrypted message and right half portion has encrypted key.
b) Decryption:
At receiver end we have coded message with key as "SlqsiEhEPX" Hence, the decrypted message is "Graphic era".
PRACTICAL IMPLEMENTATION
We have implemented the proposed encryption algorithm by the help of a C program. Program automatically performs the encryption and decryption operations within few milliseconds.
The platform details are as follows: Figure 1 shows snapshot for "Graphic era" string. Here entered message is Graphic era. Encrypted text is SlqsiEhEPX. Here Slqsi is encrypted message and EhEPX is encrypted key. Figure 2 shows snapshot for "Wazid" string. Here entered message is Graphic era. Encrypted text is BuriE. Here Bur is encrypted message and iE is encrypted key.
Conclusion
The proposed algorithm will have no effect of Brute force and Cryptanalytic attacks as the new key is generated for every message that is transferred.
In spite of transferring a key for every message sent, still the message length remains as of original size. Hence, the amount of bandwidth occupied is not a measure concern.
As the cipher text that is produced is computationally secure, since the cipher text generated is completely independent of the message. Hence, the algorithm proposed will take lesser time (time complexity) compared to existing algorithms. This also can be used for most crucial applications where it requires a significant security of transmitted message.
